
	GCBH 2009-2010 Information Systems Audit Tool (ISAT)  

	General Information 

	Do not leave any informational area blank; instead write “n/a”. 

	Note: The information requested below pertains to the collection and processing of data for the state’s Medicaid business. In many situations,
 if not most, this may be no different than how the state collects and processes other data. However, for questions that addresses areas where Medicaid data are managed differently than other data please provide the answers to the questions as they relate to Medicaid enrollees and Medicaid data. 

	Contact Information

	Please provide state identification information below:  

	Name of Organization
	

	Primary contact–First name
	

	Primary contact–Last name
	

	Job title
	

	Mailing address
	

	City
	

	State
	

	Postal Code
	

	Phone number: xxx-xxx-xxxx
	

	Phone extension
	

	Fax number: xxx-xxx-xxxx
	

	E-mail address
	

	Has your organization ever undergone a formal IS capability assessment?  

If yes, who performed the assessment? 

When was the assessment completed? 


	NOTE: If your information system capabilities have been formally assessed within the past two years, please attach a copy of the assessment report. 


	Information Systems: Data Processing Procedures and Personnel 

	List name and position of person completing this section of the ISCA:   FORMTEXT 



	If any portion of data processing is outsourced, these questions must be answered according to your best knowledge.  Inapplicable questions should be marked N/A.

	1. What database management systems (DBMS) does your organization use to store reported data? 


	2.
How would you characterize these DBMS? (Check all that apply.) 

A. Relational
 FORMCHECKBOX 

B. Network
 FORMCHECKBOX 

C. Hierarchical
 FORMCHECKBOX 

D. Flat File
 FORMCHECKBOX 

E. Indexed
 FORMCHECKBOX 

F. Proprietary
 FORMCHECKBOX 

G. Other
 FORMCHECKBOX 

H. Don’t Know
 FORMCHECKBOX 


	      Please specify:  

	3.
What programming languages do your programmers use to create data extracts?
          Languages: 


	4.
How many programmers are trained and capable of modifying these programs?  
 

	5.
Describe your internal quality control program as it relates to computer programming and data report production.  



	6.
Do you calculate defect rates for programs?  

If yes, answer the following.
a.
What methods do you use to calculate the defect rate? 

b.
What was the most recent time period for which you calculated the defect rate? 
c.
What were the results of the defect rate calculation?  FORMTEXT 


	

	7.
Do you rely on any quantitative measures (e.g., metrics) of programmer performance?  




	a.
If yes, what methods do you use to measure the effectiveness of the programmer? 


	8.
Approximately what percent of your organization’s programming work related to claims/encounter data is outsourced? 



	9.
What is the average experience, in years, of programmers in your organization? 


	10.
Approximately how much of the Contractor’s resources (e.g., time, money) are spent on training per programmer per year? 



	11a.
What type of standard training for programmers is provided? 
11b.
What type of additional training is provided? (Example: attending conferences, educational reimbursement) 


	12.
What is the programmer turnover percentage rate for each of the last three years (new programmers per year/total programmers)? 

Contract year 2005–06: 

Contract year 2006–07: 

Contract year 2007–08: 


	13. Outline the steps of the maintenance cycle related to implementing changes to the Contractor’s contractually obligated data reporting requirements. Include any tasks related to documentation, debugging, roll out, training, etc. The level of detail should be a 10–25-step outline.



	14a.
Do you have version control software?  
14b.
If yes, please provide the name of the product.  
14c.
What is the process for version control when code is revised?  FORMTEXT 


	15a.
How does your organization know if changes to the data processing system affect required reporting to the RSN? 
15b.
What prompts your organization to change these tracking systems? 

	16.
Provide the name and position of the person responsible for your organization’s meeting the State Medicaid reporting requirements. 
         

	Staffing

	17a. Describe staffing for your data processing. 

	17b.
Do you set productivity goals and standards?  


	18a.
Describe data processing training for new hires and refresher training for seasoned staff. 
18b.
What is the average tenure of the data processing staff? 

18c.
What is the annual turnover of the data processing staff? 

	

	Hardware Systems

	19.
Do you process the data in-house or subcontract with a third party? 


	20.
If your agency has data stored with a third-party vendor, how do programmers and staff connect with the off-site servers? 
 

	21.
Please provide information on hardware systems used for managing data including model numbers and operating system versions. 



	22a.
Do you have server hardware redundancy?  
22b.
If yes, please provide a description.  




	23.
Do you carry maintenance and/or upgrade contracts for your servers, network equipment, and/or PCs?  



	24.
Briefly describe your hardware and operating system’s maintenance contracts, including response time. 



	25. Please describe your network infrastructure (e.g., Microsoft, Novell, and UNIX).  

	26a.
Do you have network redundancy?  

26b.
If yes, please provide a description.  




	Security 

	27a.
Describe how a loss of encounter and other related data is prevented when systems fail? 


	27b.
What is your backup rotational schedule?  (This is item G in the list of requested documents.)  
27c.
Where are backup data stored?  


	28. How is corruption of Medicaid data due to system failure or program error prevented? 


	29. Describe the controls used to ensure that all data entered into the system are fully accounted for.   


	30. Describe the provisions in place for physical security of the computer system and manual files for the following categories: 
         Premises:

        Documents:

        Computer facilities:

        Terminal access and levels of security:


	31. What other individuals have access to the computer system (e.g., customers, providers)? Describe their access and the security that restricts or controls such access. 


	32.
Please explain what happens if data is submitted and one or more required fields are missing, incomplete, or invalid. 

 FORMTEXT 


	33.    What steps do you take to verify the accuracy of submitted information? 

	


	34.
Under what circumstances can data processors change Medicaid data? 



	35.  Identify any instance where the content of a field is intentionally different from the description or intended use of the field. For example, if the               dependent’s SSN is unknown, do you enter the member’s SSN instead?  

	36.
Please identify all information systems through which encounter data are processed. 

	37a.
Please indicate major changes/updates that have taken place in the last three years in your data processing system (hardware or software). Provide dates on which the changes were implemented. 

37b.
New system purchased and installed to replace old system. FORMTEXT 

          If yes, when? 

37c. New system purchased and installed to replace most of old system; old system still used. 

        If yes, when?  

37d.
Major enhancements to old system. 

         If yes, when? 

         What kinds of enhancements? 

37e.
New product line adjudicated on old system. 

         If yes, when?  

37f.
Conversion of a product line from one system to another.

         If yes, when? 

Comments:

	38a.
In your opinion, have any of the changes in Q 43 above, affected—even temporarily—the quality and/or completeness of the data that you reported? 

38b.
If yes, how? 
38c.
If yes, when? 

	39a.
How many years of Medicaid data are retained online? 

39b.
How is historical Medicaid data accessed when needed? 


	40.
How often are batches run?

	41a.
How complete are the data one month after the close of the reporting period? 

41b.
How is completeness defined?  

41c.
How is completeness estimated? 

	42a.
Do you have a procedure to audit your data? 

42b.
If yes, how frequently are data audited?   

        Regularly  FORMCHECKBOX 


Randomly  FORMCHECKBOX 



	43.
What are the standards regarding timeliness of processing?

	44a.
Please provide details on system edits that are targeted to field content and consistency. 

44b.
Are diagnostic and procedure codes edited for accuracy and validity?



	45.
Describe the suspend process (internal pends and RSN errors) including timeliness of reconciling rejected transactions. 

	46a.
Have you performed studies on the completeness of the data collected while providing outpatient and inpatient services? 

46b. If yes, what were the results? 


	47.
List all sources of data that are entered into the system.

	48a.
Discuss which decisions in processing data are automated, which are prompted by automated messages appearing on the screen, and which are manual. 

48b.
Document the opportunities a processor has for overriding the system manually.

48c.
Is there a report documenting overrides or “exceptions” generated on each processor and reviewed by the claim supervisor? 

        If, yes, please describe the report.



	49a.
Describe the system’s editing capabilities that ensure that data is adjudicated correctly. 

        Attach a list of the specific edits that are performed on claims/encounters as they are adjudicated, and note which are manual and which are automated functions. (This attachment is item E in the table of requested documents.) 

49b.
Discuss the routine and non-routine (ad hoc or special) audits that are performed on data to ensure the quality, accuracy, and timeliness of processing. 
         Routine: 

         Non-Routine: 

49c.
Who (what position) performs the audits? 

49d.
Which audits rely on targeted samples and which use random sampling techniques? 

49e.
What is the total percentage of transactions that are audited through these quality assurance processes?  

          How frequently are they audited?  



	50a.
Describe all performance monitoring standards for data processing. 

50b.
Describe recent actual performance results.  FORMTEXT 


 FORMTEXT 


 FORMTEXT 



	51a.
Describe processor-specific performance goals, and supervision of actual vs. target performance. FORMTEXT 



51b.
Do processors have to meet goals for processing speed?

51c.
Do they have to meet goals for accuracy? 



	52a.
How is performance against targets figured into the official performance appraisal process? 

52b.
How is performance against targets figured into processor and supervisor compensation?  



	Subcontractor Data Quality Verification

	53.  How does the Contractor maintain and provide to Subcontractors, or require that Subcontractors maintain, a health information system 

that complies with the requirements of 42 CFR §438.242 and provides the information necessary to meet the Contractor’s obligations under this Agreement?  What mechanisms are in place to verify the health information received from Subcontractors? 



	54.  How does the Provider verify the accuracy by review of error reports and/or error resolution reports and timeliness as defined in this 
Agreement; and screening the data for completeness, logic and consistency of the data received from Subcontractors?
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